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Executive summary

e Scholars in the field of strategic, defence and security studies have only engaged with CyBOK in a
limited way.

e The aim of this project is to assess the extent to which current CyBOK Knowledge Areas (KAs) are
relevant to scholars in this field, to identify the limitations of existing KAs and to suggest avenues
for enhanced engagement with CyBOK resources.

e 134 academic articles in the field have been mapped against current KAs to identify compatibility
and discrepancies.

e The findings show that a few existing KAs are relevant to studies in the field (in particular
‘Adversarial Behaviours’) but that scholars in the field would benefit from an elaboration of the
descriptors of some KAs and sub-topics of KAs to better include issues related to cyber operations
in a military/war context.

e Additionally, findings show that scholars in the field would benefit from the development of a new
KA (or sub-topics of KAs) or a Supplementary Guide that would offer a detailed account of cyber
capabilities and applications in the context of war as well as of key trends in the field, such as
critical national infrastructures, the cyber ‘grey zone’, and the role of the private sector as an agent
of cyber warfare (both as adversaries and partners).

e Therecommendations for CyBOK are those of the author and are made to generate debates within
the CyBOK community. CyBOK is not endorsing any particular view. There is a change request
process if changes to CyBOK are to be formally proposed.

Introduction

The need to better account for the importance of the social science dimensions of cyber security is
well-documented (ENISA, 2018; Pirta-Dreimane et al., 2022). Yet, the extent to which CyBOK
Knowledge Areas (KAs) cover the wider range of social science cyber security research is still limited
(Carpent & Furnell, 2023: 1). This is particularly salient in the sub-field of strategic, defence and security
studies (within the field of International Relations). Addressing this gap would amplify the KAs’ value
for many researchers in the field, whose contributions to the body of knowledge could potentially be
significant, especially in an era of geopolitical tensions, systemic volatility, and increasing military
confrontations.



CyBOK's strength is its scope as “an evolving knowledge base” (Catal et al., 2023: 1811), which is “for
the community, by the community” (Rashid, 2021). And as KAs become more widely disseminated, it
is expected that they will be “challenged and developed” (Martin and Collier, 2021). Against this
backdrop, the aim of this study is to determine the compatibility of existing CyBOK KAs (and relevant
sub-topics of KAs) with research in the field of strategic, defence and security studies and, when gaps
are identified in current KAs’ coverage, to suggest additions or revisions to existing KAs to increase
their relevance for research in the field.

This report is divided into two parts. The first part presents the mapping of the body of knowledge in
the field of strategic, defence and security studies against the existing CyBOK KAs. This constitutes the
main academic outcome of the project. Then, based on the findings from the mapping exercise, the
second part of the report suggests avenues for researchers in strategic, defence and security studies
to engage in a meaningful way with existing CyBOK KAs as well as recommendations to the CyBOK
community on a potential expansion of the scope and coverage of KAs.

Part 1. Mapping strategic, defence and security research against the Knowledge Areas

1.1.Framework for analysis

Despite some initial ontological reluctance in the 1990s and early 2000s to engage with ‘cyber’ as an
object distinct from ‘information warfare’ (Zilincik and Duyvesteyn, 2023), strategic, defence and
security studies have offered an important prism of analysis of cyber threat, cyber war and, more
broadly, cyber security by using and applying accepted concepts originating in realist IR theories
(Cavelty and Wenger, 2020; Cristiano et al., 2023). In particular, the concept of ‘cyber power’, i.e.
actors’ ability to use digital technologies and the cyber space to maximize and/or enact power, has
been coopted by traditional strategic and defence studies (Zilincik and Duyvesteyn, 2023). In practice,
cyber-attacks, cyber defence, cyber conflicts, cyber war, and cyber warfare are frequent objects of
study in the field of strategic, defence and security studies, whether mentioned in passing or as the
main focus (e.g., Burton, 2015, 2018, 2022; Burton and Christou, 2021).

However, there is, to date, no CyBOK KA specifically dedicated to the above-mentioned topics and
issues. Additionally, none of the existing CyBOK Supplementary Guides is dedicated to them. The ‘Risk
Management & Governance’ KA addresses ‘risk governance’ and ‘security policy’ but not in a way
compatible with the ontology of strategic studies. Indeed, the approach is focused on ‘best practices’
to address cyber risks and threats and not on cyber defence policies. The ‘Law & Regulation’ KA
addresses issues related to public international law and thus states’ involvement in cyber operations,
including during armed conflicts. However, the focus of this KA is on jus ad bellum (i.e. cyber-attacks,
like ‘traditional’ forms of use of force against another sovereign state, are usually prohibited) and jus
in bello (i.e. in case of war, accepted principles must be adhered to such as proportionality,
discrimination, military necessity, etc.). These questions are of importance to IR scholars in general but
they are not central to inquiries in strategic, defence and security studies, although the ethics of cyber
warfare is a topic of growing concern within the community; indeed, cyber warfare induces moral
considerations that are inherent to war and warfare and, in particular, to cyber war and cyber warfare,
since the normative framework is developing at a slower pace than the related technologies and their
applications. The ‘Adversarial Behaviours’ KA is the closest to address questions of war and defence,
but the scope of existing discussions of state actors’ adversarial behaviours is limited to ‘sabotage’,
‘espionage’, and ‘disinformation’. This covers relevant activities studied by strategic, defence and
security scholars but falls short of offering a detailed enough framework for the analysis of war and
warfare in the cyber age. The same limitations apply to the ‘Cyber Physical Systems’ KA that covers



cyber conflicts and state behaviours indeed but focusing mainly on definitions and legal considerations
and not much on the use of cyber capabilities during conflicts.

This research postulates that we can expand CyBOK KAs, and specifically the ‘Adversarial Behaviours’
Knowledge Tree v.1.0.1, to better account for the defence dimension of cyber security and respond to
strategic, defence and security studies’ ontological needs. The approach is thus deductive, at least in
its initial phase. Yet, the data was approached without preconception: the research was driven by data
and when the body of research examined fitted with the existing KAs, the approach was iteratively
modified to make room for an inductive discussion of how researchers in the field can better engage
with existing KAs.

1.2. Methodology and data processing

This project employs a proven method for the mapping and transversal analysis of complex
relationships between research areas and analytical frameworks: a two-stage quantitative-qualitative
review of the literature in a specific sub-field (Germond, Hindley and Brennan, 2024; Montoya et al.,
2019). A recent study in Computer Science Review demonstrates this method’s relevance for a cognate
project on research communities in cyber security (Katsikeas et al., 2021).

Data was collected in the form of peer-reviewed journal articles in the field of strategic, defence and
security studies and cognate disciplines and sub-fields using the Web of Science abstract and citation
database, which is recognised (along with Scopus) as the most comprehensive yet selective
multidisciplinary academic citation indexes (Martin-Martin et al., 2018). To collect relevant articles, an
initial search was conducted in ‘All fields’ with the keywords ‘cyber security’ or ‘cyber conflict’, or ‘cyber
warfare’, or ‘cyberwar’. This returned 15,845 token (see Table 1).

Table 1: Number of articles before and after data cleaning

\ Number of articles

All returns for initial keyword search 15,845
Filtered grand total (before cleaning) 299
Sub-total (after manually removing handbooks) 168

Sub-total (after manually removing false positive 134
and non-available articles)

Then, the following filters were applied: type of document = articles; categories = International
Relations or Political Science; Language = English; Research areas = International Relations; Publication
years = 2013-2023 (i.e. a 10-year span). This returned 299 tokens. Handbooks were then removed
manually, resulting in a dataset of 168 academic articles. Finally, false positives (i.e. articles only
mentioning cyber security in passing) and those unavailable via Lancaster University (where the
research was conducted) were manually removed for a final sub-total of 134 articles.

These 134 articles were qualitatively analysed to identify themes and areas covered or not by existing
CyBOK KAs. Three questions informed the mapping exercise:

Q1: What field/sub-field of study does the article best align with?
Q2: To which existing CyBOK KA(s) or sub-topics of KAs is the article related (if any)?

Q3: What elements are missing from the existing KAs? Which new cyber areas would better
reflect the article’s focus?



For each of these three questions, articles were mapped using tags that were pre-identified based on
the readings of a qualitatively representative sample of the dataset and then refined iteratively during
the analysis. Table 2 presents the final list of tags for each of the three questions.

Table 2: Tagging
Disciplines Existing KAs (and sub-topics Suggested new areas
of KAs)
-Critical security studies -Adversarial Behaviours -Critical national infrastructures
-Diplomacy and foreign Disinformation -Cyber defence and cyber war
Policy Espionage -Cyber diplomacy
-Generic security studies Sabotage -Cyber discourse and securitization
-Intelligence studies -Cyber Physical Systems -Cyber geopolitics
-International law -Risk Management & -Cyber policy
-National security Governance -Cyber power
-Security policy Risk communication -Cyber terrorism
-Terrorism studies Enacting security policy -Grey zone
-War and strategy -Human Factors -International cooperation and
-Law and Regulation governance structures

Ethics -Psychological warfare

Jurisdictions -State violence

Jus ad bellum -Strategic thinking

Jus in bello -The politics of science, technology,

and innovation
-Weapons and Al

While processing the row data (articles) and creating the dataset, each article was tagged with one
primary discipline, but then tagged to zero, one, or more existing KA(s) and zero, one, or more
suggested new area(s). This resulted in the creation a 166-pathway dataset linking disciplines in the
field with existing KAs and suggested areas. The dataset was analysed by focusing on each of the three
questions and then via transversal analyses of the complex interlinkages between subject areas
(disciplines), existing KAs/sub-topics of KAs and proposed areas. The outcome is a comprehensive
mapping of the compatibility of strategic, defence and security studies with existing KAs.

Findings are limited to the knowledge generated via this (necessarily) limited analytical exercise. In
particular, the qualitative analysis of each article could only be conducted at a high scale due to the
limited scope of this project. Consequently, some more subtle links and connections might have been
overlooked during the data processing phase. However, there is a strong confidence in the relevance
of the highlighted links.

1.3. Findings

1.3.1. Findings in relation to disciplines (Q1)

Out of all the articles in the dataset, the most represented discipline is ‘Generic security studies’,
followed by ‘War and strategy’, ‘National security’, and ‘Diplomacy and foreign policy’. Altogether, sub-
disciplines directly related to defence, war, and strategy account for 43% of the articles and more

generic security and IR studies for 42% (see Table 3).

Table 3: Most represented sub-disciplines




Disciplines %

Generic security studies 23,17%
War and strategy 22,76%
National security 18,29%
Diplomacy and foreign Policy 13,82%
Critical security studies 8,54%
Security policy 4,88%
International Law 4,88%
Intelligence studies 2,03%
Other dimensions 1,22%
Terrorism studies 0,41%
Total 100,00%

Interestingly, 8.54% of the articles (21) have been tagged as ‘Critical security studies’. Critical security
studies is a sub-field of security studies that applies critical theories and approaches to challenge and
expand traditional, so-called mainstream, security concepts and focuses on questions of securitization
and ethics. Findings demonstrate a serious engagement of this sub-field of security studies with cyber
and defence questions. Indeed, cyber operations, especially offensive ones as well as the governance
of the cyber space are topics of interests to critical IR scholars. These articles are related to the
following existing KAs and sub-topics of KAs (in descending order): ‘Risk Communication’ (KA Risk
Management & Governance), ‘Disinformation’ (KA Adversarial Behaviours), ‘Ethics’ (KA Law &
Regulations), ‘Adversarial Behaviours’, ‘Risk Management & Governance’, and ‘Law & Regulation’
(Table 4).

Table 4: Existing KAs or sub-topics of KAs relevant for ‘critical security studies’

Existing KAs or sub-topics of KAs (Q2) for ‘Critical

security studies’ (Q1) %
n/a 28,57%
Risk communication 19,05%
Disinformation 14,29%
Ethics 14,29%
Adversarial Behaviours 9,52%
Risk Management & Governance 9,52%
Law & Regulation 4,76%
Total 100,00%

In fact, the main focus of critical security studies is the way cyber threats and cyber operations are
represented or constructed in political (and security) discourses, i.e. the discursive process of
securitization and its practical, policy consequences (e.g., surveillance, exceptional measures). In terms
of suggested KAs (Q3), 43% of these studies (and 50% of those linked to none of the existing KAs that
accounts for 29%) were tagged to the suggested area of ‘cyber discourse and securitization’, which is
thus a relevant area to consider for further expansion of existing KAs.

Disciplines most associated with traditional defence studies (i.e. ‘National security’ and ‘War and
strategy’) were mostly related to the existing KA ‘Adversarial Behaviours’ (including sub-topics
‘sabotage’, ‘espionage’, and ‘disinformation’) and to the KA ‘Cyber Physical Systems’ (see Table 5).



Table 5: Existing KAs and sub-topics of KAs relevant for traditional defence studies

Existing KAs or sub-topics of KAs (Q2) for combined 'National security’ and 'War

and strategy' (Q1) %
n/a 29,70%
Adversarial Behaviours 20,79%
Sabotage 11,88%
Espionage 7,92%
Disinformation 4,95%
Cyber Physical Systems 10,89%
Risk Management & Governance 6,93%
Risk communication 0,99%
Law & Regulation 0,99%
Ethics 2,97%
Jus in bello 0,99%
Human factors 0,99%
Total 100,00%

This can be explained by the fact that these two KAs are those that account for the practice of
disinformation, sabotage, and espionage, i.e. to the practice of cyber operations, which are the main
object of study of the articles in the field of ‘National security’ and ‘War and strategy’. It is also
noticeable that almost 30% of these studies were not associated to any existing KA. Moreover, 50% of
these studies (including 43% of those not linked to any existing KAs) would benefit from a new ‘Cyber
defence and cyber war’ knowledge area (Table 6). This demonstrates the need to reflect on the
absolute necessity to work on this particular area despite the relevance of two existing KAs.

Table 6: Suggested new areas for traditional defence studies

Suggested KAs or sub-topics of KAs (Q3) for 'National Security and 'War and

Strategy' (Q1) %
Cyber defence and cyber war 50,00%
Grey zone 8,33%
Challenges posed by private actors 7,29%
Critical national infrastructures 6,25%
Cyber power 6,25%
Cyber geopolitics 4,17%
Strategic thinking 4,17%
Weapons and Al 4,17%
Cyber discourse and securitization 3,13%
Cyber policy 2,08%
Psychological warfare 2,08%
International cooperation and governance structures 1,04%
The politics of science, technology and innovation 1,04%
Total 100,00%



Other beneficial new areas would be ‘Grey zone’ (8%), ‘Challenges posed by private actors’ (7%), ‘cyber
power’ and ‘critical national infrastructure (both 6%). Each of them would offer a focus on some
specific, yet crucial, aspects of the use of cyber capabilities during conflicts/war operations in the 21
century.

Articles belonging to the category ‘Generic security studies’ (including ‘Security policy’) return similar
results: ‘Adversarial Behaviours’ (and ‘Disinformation’, ‘Espionage’, and ‘Sabotage’) account for 63%
of relevant existing KAs. This means that even for sub-disciplines less focused on cyber war/warfare
these questions are central. Interestingly, non-security disciplines such as ‘Diplomacy and foreign
policy’ highlight the importance of ‘Risk Management & Governance’ and ‘Law & Regulation’ (including
‘Jurisdictions’ and “Jus in bello’) (50%) to which we can add ‘Cyber Physical Systems’ that accounts for
similar issues (31%). For all studies that are more generic International Security than ‘War and
strategy’, the suggested new KAs/sub-topics of KAs are ‘Cyber defence and cyber war’, ‘Grey zone’ and
‘Challenges posed by private actors’ (that mirrors what studies specialized on defence and strategy
would also benefit from) but also more generic International Relations areas, such as ‘International
cooperation and governance structures’, and ‘Cyber discourse and securitization’.

1.3.2. Analysis focusing on existing KAs (Q2)

Given the above findings, it comes as no surprise that the existing KAs that are most relevant for
strategic, defence and security studies are ‘Adversarial Behaviours’ and ‘Cyber Physical Systems’,
including ‘Disinformation’, ‘Espionage’, and ‘Sabotage’ (Table 7). These are indeed the main subject
areas of much of the dataset. Additionally, it is interesting to note that 10% of the articles relate to the
KA ‘Risk Management & Governance’ and about 14% (combined) to the KA Law & Regulation and its
sub-topics. This accounts for the need to regulate and govern the militarisation and weaponization of
cyber capabilities.

Table 7: Most relevant existing KAs and sub-topics of KAs

Existing KAs and sub-topics of KAs %
Adversarial Behaviours 22,46%
Disinformation 7,49%
Espionage 8,56%
Sabotage 11,23%
Cyber Physical Systems 14,44%
Risk Management & Governance 10,16%
Risk communication 2,67%
Enacting security policy 1,07%
Law & Regulation 5,88%
Ethics 5,88%
Jus in bello 3,74%
Jurisdictions 3,21%
Jus ad bellum 2,14%
Human factors 1,07%
Total 100,00%

Studies that align with KAs ‘Adversarial Behaviours’ and ‘Cyber Physical Systems’ would still benefit
from the development of a KA focusing strongly on ‘Cyber defence and cyber war’ (41%) and one on
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‘Grey zone’ (13%). Studies aligning with the KA ‘Risk Management & Governance’ would benefit from
the development of the following new areas: ‘International cooperation and governance structures’
(44%) that would be more focused on the role of interstate cooperation and international
organizations in governing the military application of cyber capabilities, ‘Challenges posed by private
actors’ (28%) and ‘cyber discourse and securitization’ (17%). Studies aligning with none of the existing
KAs would mainly benefit from a new area on ‘Cyber defence and cyber war’ (25%), which confirms
the importance of cyber warfare considerations.

1.3.3. Analysis focusing on suggested new KAs or sub-topics of KAs (Q3)

The suggested new areas (see Table 8) have been defined qualitatively and iteratively (during the
analysis). The most frequent ones are 1) ‘Cyber defence and Cyber war’ (which includes questions of
cyber deterrence, the elaboration of cyber strategies, escalation, cyber weapons, cyber warfare, and
what constitutes a military threat), 2) ‘The challenges posed by private actors’ (both as
adversaries/proxies/threats and as partners for governments working with private actors (PPPs) — this
also includes the ethical and legal implications of private companies participating in cyber defence and
attack as well as the difficulty to attribute responsibilities), 3) ‘Cyber discourse and securitization’ (i.e.
what is ‘cyber’ in the context of defence, what is constructed as ‘cyber’ and as a ‘threat’ and what are
the practical consequences of such constructions, including the relation between ‘power’ and the
construction of knowledge), 4) The ‘Grey zone’ (including hybrid warfare and ‘below-the-threshold’
operations, jurisdictional fuzziness, responsibilities and attribution), 5) ‘International cooperation and
governance structures’ (including the role of international organizations), 6) ‘Cyber power’ (and the
question of maximizing one’s power in/via the cyber space), and 7) ‘Critical national infrastructures’
(including energy security and communication). Less frequent/more niche suggested areas are ‘Cyber
geopolitics’, ‘Cyber policy’, ‘Strategic thinking’ (and strategic thought on cyber),’The politics of science,
technology and innovation’, ‘Weapons and Al’ (including the militarization of Al for, among others,
intelligence gathering, large data analysis, speed of decision-making, and targeting, as well as, more
generally, the non-anthropogenic nature of cyber war), ‘Psychological warfare’ (and information
warfare), ‘State violence’, ‘Cyber terrorism’, and ‘Cyber diplomacy’.

Table 8: Suggested new areas in descending order

Suggested areas Number

Cyber defence and cyber war 70
Challenges posed by private actors 26
Cyber discourse and securitization 23
Grey zone 23
International cooperation and governance structures 23
Cyber power 13

Critical national infrastructures

Cyber geopolitics

Cyber policy

Strategic thinking

The politics of science, technology and innovation
Weapons and Al

O N NN N OO

! In particular: “the advantage of Al/ML approaches is that they may discover new successful attack pathways
from the huge set of possible combinations” (Rhode, 2023: 7).

8



Psychological warfare 5
State violence 3
Cyber terrorism 2
Cyber diplomacy 1
Total 232

Looking at the suggested KA ‘Cyber defence and cyber war’ (which is prominent — 30%), the existing
KAs that fit better with it are ‘Adversarial Behaviours’ and ‘Cyber Physical Systems’, which corroborates
the above-mentioned results and demonstrates that a good option would be to strengthen these two
existing KAs to make sure that they properly cover topics of interests to strategic, defence and security
studies. The same findings emerge when looking at ‘Grey zone’ and ‘Critical national infrastructures’
with ‘Adversarial Behaviours’, ‘Sabotage’ and ‘Espionage’ being the existing KAs/sub-topics of KAs
mostly associated with articles focusing on the grey zone and critical infrastructures and thus in need
of more elaboration. Finally, for the suggested area ‘Challenges posed by private actors’, no existing
KA stands out. In fact, this topic addresses a wide array of questions from governance to adversarial
behaviours and from ethics and morality to law. This demonstrates the need to develop a new sub-
topic of the KA Law & Regulation specifically devoted to the topic of private actors.

In case of articles where existing KAs cover enough (i.e. when there is no Q3 associated), the most
prominent existing KAs/sub-topics of KAs are ‘Cyber Physical Systems’ and ‘Disinformation’. This
finding points towards the need to further elaborate on the strategic and defence studies dimension
of these two KAs, although this is based on a small n (=18/134) and thus only elaborating existing KAs
is unlikely to be sufficient.

1.4. Transversal analysis and discussion of findings

Data shows that articles in the field of strategic, defence and security studies are often within the scope
of existing KAs and sub-topics of KAs. This is far more than expected at the start of this project. There
are relatively few occurrences of articles for which no existing KA matches at all (39/134). This
demonstrates that there is no major ontological discrepancy in the current CyBOK knowledge base.
27% of the articles for which no existing KA matches would benefit from a new KA devoted to ‘Cyber
defence and cyber war’ but, among the others, many would benefit from very specific new sub-topics
of KAs such as ‘Grey zone’, ‘Cyber discourse and securitization’, ‘Cyber power’, and ‘Weapons and Al
(Table 9).

Table 9: Suggested KAs or sub-topics of KAs when no existing relevant KA(s) were identified

Suggested KAs or sub-topics of KAs %
Cyber defence and cyber war 26,99%
Cyber discourse and securitization 11,11%
Grey zone 11,11%
Cyber power 7,94%
Weapons and Al 7,94%
Challenges posed by private actors 6,35%
International cooperation and governance structures 6,35%
The politics of science, technology and innovation 6,35%
Cyber policy 4,76%
Critical national infrastructures 3,17%



Strategic thinking 3,17%

Cyber diplomacy 1,59%
Cyber geopolitics 1,59%
Psychological warfare 1,59%
Total 100,00%

Yet even though existing KAs demonstrate a high degree of relevance, they often only reflect one part
of the issue under scrutiny. For instance, ‘Adversarial Behaviours’ often fits with the overall discussion
of cyber operations, cyber war, cyber power, and grey zone activities, but the discussions of espionage,
disinformation, sabotage, and other forms of attacks are limited to short paragraphs in the existing
KAs’ descriptors. Thus, despite the relevance of some core existing KAs (‘Adversarial Behaviours’ and
‘Cyber Physical Systems’ in particular), the military/strategic/defence dimensions of these areas are
not detailed enough and would require more substance to be relevant for scholars in the field. In other
words, it is not the ontology that is problematic, but the limited information and substance provided
in the existing body of knowledge.

Additionally, ‘Adversarial Behaviours’ seems to be written as if only adversaries and disruptors were
engaged in activities such as espionage and sabotage. However, in an era of increasing geopolitical
competition, the collective West is also active in the cyber domain (both in a reactive and proactive
way). Thus, KAs also need to account for the literature discussing how the West uses cyber capabilities
to conduct defensive and offensive operations in defence of our interests and values.

Following the inception of internet and the first discussions of cyber war in the 1990s, the practice and
academic discussions of cyber security have been dominated by commercial, private, and criminal (for-
profit) considerations. And overall, the focus on military considerations is still a new academic
endeavour (Zittrain, 2017). Since it is during these two decades that ideas for the CyBOK KAs have been
matured, this can explain the lack of KAs focusing purely on more military aspects of cyber security.
Surely, the preponderance of scholars from technical, science backgrounds in the CyBOK community
has also played a role.

Furthermore, as shown above, some existing KAs can be further developed but some important new
areas must also be considered in order to offer a comprehensive picture of the military/national
security/defence dimensions of cyber security. Indeed, new developments have emerged such as the
role of proxies and private (often for-profit) actors in support of state adversaries, responsible cyber
power, the cyber ‘grey zone’, and critical national infrastructures. Such topics cannot be covered by
expanding existing KAs only; indeed although KAs have been conceived in a “non-orthogonal way”,
there is a limit to their transversal nature, and the above-mentioned issues would benefit from the
existence of a specifically devoted KA or a Supplementary Guide.

Part 2. Recommendations

The outcome of this project consists in two sets of recommendations: some suggestions for
researchers in strategic, defence and security studies to foster their engagement with existing KAs and
with the CyBOK community in general, and some suggestions to the CyBOK community to make the
body of knowledge more accessible and useful to scholars in the field.

2.1. Suggestions for researchers in strategic, defence and security studies
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The CyBOK knowledge base provides an unparalleled source of information about all aspects of cyber
security that is presented in a concise but comprehensive and transversal way. Yet, its overall focus is
on the non-military dimensions of cyber security, which explains the relative lack of visibility of CyBOK
within the strategic, defence and security scholarly community. Yet, for those researching the
military/defence/strategic dimensions of cyber security, there is much to gain from engaging with
CyBOK. Indeed, the complexity of the cyber ontology (multi/trans-domain, post-territorial and post-
jurisdictional) requires scholars to rely on robust and trustworthy models, concepts and knowledge
about all aspects of cyber security, from human and institutional behaviours to regulatory frameworks
to technology. Below are some suggestions for researchers in strategic, defence and security studies.

2.1.1. State adversarial behaviours

The ‘Adversarial Behaviours’ KA has a section on state actors that covers espionage, sabotage, and
disinformation. Not only is this KA a useful source of information but it is also possible to engage with
the rest of the document that focuses on crime and criminal behaviours. Although state actors follow
a different business model, their operating model can be very similar to those of criminals, or they can
even act in a coordinated way.

2.1.2. International law

The ‘Law & Regulation’ KA has short sections on jurisdiction, public international law, and ethics that
surveys many of the questions raised in the literature interested in cyber war, cyber conflicts and cyber
operations. The ‘Cyber Physical Systems’ KA has a section on ‘Cyber conflict’, which mentions cyber
terrorism and offensive cyber activities by states and link them to legal considerations, including the
law of armed conflicts. Similarly to ‘Adversarial Behaviours’, the contextualization provided by these
two KAs (beyond their discussion of elements relevant to cyber warfare) is invaluable in the quest to
address the issues of ontological complexity.

2.1.3. Critical security studies

Scholars in this sub-field should engage with sub-topics of KAs related to ‘Risk communication’,
‘Disinformation’, and ‘Ethics’ that are closely related to questions of securitization and the discourse
on cyber security that scholars in this sub-field deconstruct. Indeed, the way, risks are communicated
is a form of discourse, i.e. a narrative that represents what the threats are and what the solutions
should be, which then has an impact on actors’ practices. Similarly, disinformation as a cyber activity
is core to questions of democracy, ethics, and attribution that are the subjects of critical security
studies. Thus, scholars in critical (cyber) security can engage with existing KAs either as a source of
information or as material they can use to analyse and deconstruct the existing narrative about cyber
security.

2.1.4. Core war and strategic studies

As shown above, none of the existing KA is specifically devoted to questions of weapons, warfare, and
military strategy. Yet, scholars in these fields are encouraged to look at the entire supply chain of the
KA, using the main tree and its various sub-trees. Indeed, many existing KAs help structuring one’s
understanding of the many interrelated and complex mechanisms that affect, constrain, and enable
cyber operations, whether threat perception, risk assessment, communication, adversarial behaviours,
technology, regulatory frameworks, ethics, attribution, human factors, etc. In other words, CyBOK (as
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a knowledge base) offers an extensive source of information for scholars in war and strategic studies
that can help bringing order to the complex ontology of cyber security. A holistic approach to cyber
will also contribute to addressing recurring questions about the relevance of the concept of ‘cyber war’
itself given its conceptual flaws (Zilincik & Duyvesteyn, 2023).

2.2. Recommendations to the CyBOK community?

This project has shown that there are two possible avenues to make CyBOK more accessible and
relevant to strategic, defence and security studies scholars. These two avenues can be pursued in
isolation or in combination.

2.2.1. Further elaborating existing KAs

One way to make CyBOK more relevant for scholars in this field is to further elaborate some existing
KAs (and sub-topics of KAs). It would be possible to strengthen the existing KAs ‘Adversarial Behaviours’
and ‘Cyber Physical System’ in order for them to better cover the subject matter of strategic, defence
and security studies, namely cyber war, cyber warfare, military strategies and cyber operations. For
instance, it would certainly be easy to further elaborate on espionage, sabotage, and disinformation.
Similarly, for the KA ‘Law & Regulation’, there is more to say about jus in bello in practice in relation to
actual operations and future risks; also the sub-topics of KA ‘Ethics’ needs to be framed within
discussions of cyber operations and the responsible use of cyber capabilities during war. Such
incremental additions to the KAs are easy to implement and would make a huge difference for scholars
in the field.

2.2.2. Developing new KAs/sub-topics of KAs or a Supplementary Guide

Another suggestion is to develop a new major KA on ‘Cyber warfare’. Such a new KA would delve into
the various dimensions of cyber war and warfare, including (but not limited to) cyber operations during
war, cyber tactics, strategy and doctrines, the military use of offensive and defensive cyber capabilities,
jus in bello, cyber weapons, the use of Al on the battlefield). Additionally, sub-topics of KAs specifically
devoted to some areas identified as important are needed, especially on critical national
infrastructures, the cyber grey zone, and the role of private actors. An alternative way forward, given
that cyber warfare permeates through many existing KAs and sub-topics of KAs, could be to develop a
Supplementary Guide focusing on cyber war and cyber warfare.

Conclusion

The aim of this project was to identify avenues for a better engagement of the strategic, defence and
security studies scholarly community with CyBOK. Both the need to account for the militarization of
cyber security in the past decades and the opposite calls for demilitarizing cyber conflicts (Boeke &
Broeders, 2018) necessitate scholars in the field to engage with the comprehensive body of knowledge
that CyBOK offers that transcends military considerations. Findings presented in Part 1 point in two
directions:

2 The recommendations for CyBOK are those of the author and are made to generate debates within the CyBOK
community. CyBOK is not endorsing any particular view. There is a change request process if changes to CyBOK
are to be formally proposed.
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1) Existing KAs are more relevant than thought during the design phase of the project. For scholars in
the field, it is thus worth making the effort to engage with relevant existing KAs and for the CyBOK
community, it would be worth exploring ways to further elaborate the military/warfare dimensions of
some existing KAs to make them more relevant and palatable to researcher in this field.

2) Results also show that there is a need to develop new KAs or Supplementary Guide to better reflect
the evolution of the scholarship on cyber security that has increasingly engaged with questions of war,
warfare, and military operations, including critiques of the relevance of ‘cyber war’ and the
effectiveness of cyber operation during conflicts (e.g., Maschmeyer & Dunn Cavelty, 2022), as well as
with the cyber grey zone and the cyber agency of private actors during war.

This project has demonstrated that both parties will gain from more engagement: strategic, defence
and security scholars by broadening their intellectual horizon in order to manage the complex ontology
of cyber security and “overcome the institutional barriers that slow down interdisciplinary and more
so transdisciplinary research” (Dunn Cavelty and Wenger, 2020: 26); and the CyBOK community by
strengthening its knowledge base, making it more relevant to a group of scholars and a type of studies
that are going to be increasingly important given the geopolitical context.
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