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Capture the Flag (CTF) for Cyber Security 
Education
Using hands-on hacking 
challenges is an effective way 
of engaging learners, but 
building challenges is hard 
work.
Typically, a created CTF 
challenge is manually created 
for one event and can only be 
used once.



SecGen: Open source framework

SecGen generates randomised VMs, meaningful 
security challenges, and CTF scenarios.
Randomisation – unlike any alternative
Code-based – rather than manual configuration
Modular design
Used internationally by universities, clubs, and 
events.
https://github.com/cliffe/SecGen



Hacktivity Cyber Security Labs

Hacktivity Cyber Security Labs is our online 
platform powered by SecGen.
Provides access to hacking challenges and 
learning content, and manages VMs. 
Online lab platform, with gamification, 
leaderboards, easy access to VMs and security 
challenges. 
69,282 CTF flags solved by 1849 users. 
https://hacktivity.co.uk



A huge open source library of content 
mapped to CyBOK
150+ Labs and multi-step 
CTFs, with randomised CTF 
challenges
CyBOK enables us to 
understand what areas 
of knowledge are covered by 
modules



Modules mapped to CyBOK
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How we use

CyBOK is central to the student/user experience.
CyBOK is used:

To describe knowledge associated with modules
To describe knowledge associated with labs and CTFs

CyBOK is also used to track individual learning and progress 
To help students reflect on what they have learned. 



Student #1: L5 CyBOK KAs



Student #2: L6 CyBOK KAs



Student #3: L7 CyBOK KAs





Conclusion

We publish extensive open source learning resources, SecGen: 
https://github.com/cliffe/SecGen

Hacktivity provides a fully hosted user experience 
with CyBOK at the forefront of the user experience 
https://hacktivity.co.uk

CyBOK is helpful for course design and communicating where 
education places focus. From entire degrees through to individual 
training modules. 
CyBOK can be used in practical situations, such as training, to help 
learners understand what they are learning and what concepts they are 
putting into practice.


