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and acceptable to a range of human actors, for instance, end-users, administrators and developers.

This knowledge area also introduces a broader organisational and societal perspective on security

that has emerged over the past decade: the importance of trust and collaboration for effective cyber

security, which can only be achieved by engaging stakeholders and negotiating security solutions that

meet their needs [4]. This requires a set of skills that have traditionally not been part of the training

provided for security experts and practitioners. This knowledge area aims to capture the knowledge

to change that.

Figure 1: Human behaviour in context, showing internal factors and contextual ones that influence

behaviour.

This knowledge area is organised (Figure 1) in a starting on the inside, working outwards manner:

starting with the individual and internal factors that drive human behaviour (capabilities and limita-

tions, mental models), moving onto aspects of the broader context in which interaction with security

takes place. We will then consider the other immediate factors that have an impact: the behaviour of

others around us, and especially how they handle security risks, users’ emotional stances towards the

organisation and how security behaviour can be successfully managed through design and a range

of group and organisational factors. Note that human factors and usability in a security context can

be distinguished from other contexts by the presence of adversaries or risk. As shown in Figure 1,

the adversary may actively work to alter users’ perceptions of the system’s capabilities and bound-

aries as well as exploiting the specifics of social and organisational contexts (e.g., security policies,
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