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© Crown Copyright, The National Cyber Security Centre 2021. This information is licensed
under the Open Government Licence v3.0. To view this licence, visit:

https:/www.nationalarchives.gov.uk/doc/open-government-licence/ OGL

When you use this information under the Open Government Licence, you should include
the following attribution: CyBOK © Crown Copyright, The National Cyber Security Centre
2021, licensed under the Open Government Licence: https:/www.nationalarchives.gov.uk/doc/
open-government-licence/.

The CyBOK project would like to understand how the CyBOK is being used and its uptake.
The project would like organisations using, or intending to use, CyBOK for the purposes
of education, training, course development, professional development etc. to contact it at
contact@cybok.org to let the project know how they are using CyBOK.
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CHANGE LOG

Version date | Version number Changes made
July 2021 1.1.0

Formal Methods topic removed, and version updated in
line with version 1.1.0.

June 2019 1.0
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’ Mitigate Against Failures and Incidents

Objectives of Cyber Security } Risk M nent

Protection of Information Systems

Protection of Data

Definition of Cyber Security Protection of Service

Unauthorised Access, Harm or Misuse

Damage of Information
Security Failures
Failure of Device
Failure of Service
The Presence of Vulnerabilities

Failure of Network
Nature of Threat

Foundational Concepts Failures and Incidents

Security Operations & Incident

Risk Management

’ Effectiveness of Security Processes

Fail-safe Defaults

Complete Mediation

Compromise Recording

Saltzer and Schroeder Principles

Economy of Mechanism
Clear Abstraction
Modularity and Layering

NIST Principles Partially Ordered

Secure Evolvability

Principles

[l

Safety- Critical Systems Domain

Latent Design Conditions

Past Decisions about a System ‘

Swiss Cheese Model

Harmful Effect of Design Choices

The Precautionary Principle

Large-Scale Connected Systems

Function Creep
Attacker Economics

Crosscutting Themes Security Economics Microeconomic Theory

Economics of Deviant Security ‘

Systems Lifecycle

Security Architecture and Lifecycle

Secure Software Lifecycle

Security throughout the Lifecycle
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