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Motivation

« CyBOK is >1000 pages, PDF only
e Linear, but | need to browse and explore

» Could it be released as a Wiki platform?
* Read only, no direct community contributions

User eXperience - search, smart recommendations, multi-tab, copy/paste
Accessibility - responsive to screen size, screen readers
Discoverability - SEO, links to individual (sub)sections
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Feasibility study

* RQ: Is CyBOK Wiki technically feasible — and how?
 Software prototype

e 1t round: 3 KAs
« 2nd roud: all 22 KAs and 3 SGs

—>full coverage, new learnings, new features implemented
—>no public release
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CyBOK Wiki Prototype
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In this section, we present a characterisation of adversaries who perform malicious actions. This characterisation is based on their
motivation(e.g., financial, political etc.). Although alternative characterisations and taxonomies exist (e.g., from the field of psychology! '), we o Standard
feel that the one presented here works best to illustrate known attackers’ capabilities and the tools that are needed to set up a successful () wide

malicious operation, such as a financial v ise. This also follows the evolution that cybercrime has followed in
recent decades, from an ad-hoc operation carried out by a single offender to a commoditised ecosystem where various specialised actors
operate together in an organised fashion!'2ll'2]. The charactensation presented in this section is driven by case studies and prominent
examples covered in the research literature, and as such is not meant to be complete. For example, we do not focus on accidental
offenders(e.g., inadvertent insider threats), or on criminal operations for which rigorous academic literature is lacking (e.g., attacks on
financial institutions or supply chain attacks). However, we believe that the set of crimes and malicious activities presented is comprehensive
enough to draw a picture of the behaviours that are occurring in the wild at the time of writing. We begin by defining
two types of cyber offences as they have been defined in the literature, cyber-enabled and cyber-dependent crimes, and we continue by
presenting different types of malicious activities that have been covered by researchers

Cyber-enabled and cyber-dependent crimes (i

One of the main effects that the Internet has had on malicious activity has been to increase the reach of existing crimes, in terms of the ease
of reaching victims, effectively removing the need for physical proximity between the victim and the offender. In the literature, these crimes are
often referred to as cyber—enab/ed"]

According to Cluugh[“']‘ criminals have five main incentives to move their operations online:

1. Using the Internet, it is easier to find and contact victims. Email lists are sold on underground markets!'®), while online social networks
have search functionalities embedded in them, allowing criminals to easily identify potential victims! '5117]

2. By using the Internet, criminal operations can be run more cheaply. Sending emails is free, while scammers previously had to pay
postage to reach their victims. This also allows criminals to increase the scale of their operations to sizes that were previously
unthinkable

3. Compared to their physical counterparis, the Internet allows crimes to be performed faster. For example, emails can reach victims in a
matter of seconds, without having to wait for physical letters to be delivered

4. Using the Internet, it is easier to operate across international boundaries, reaching victims located in other countries. In this setting,
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In this section, we present a characterisation of adversaries who
perform malicious actions. This characterisation is based on
their motivation(e.g., financial, political etc.). Although alternative
characterisations and taxonomies exist (e.g., from the field of
psychology!''), we feel that the one presented here works best
to illustrate known attackers’ capabilities and the tools that are
needed to set up a successful malicious operation, such as a
financial prise. This c! also follows
the evolution that cybercrime has followed in recent decades,
rom an ad-hoc operation carried out by a single offender to a
commoditised ecosystem where various specialised actors
operate together in an organised fashion!12113] Tne
characterisation presented in this section is driven by case
studies and prominent examples covered in the research
literature, and as such is not meant to be complete. For
example, we do not focus on accidental offenders(e.g.,
inadvertent insider threats), or on criminal operations for which
rigorous academic literature is lacking (e.g., attacks on financial
institutions or supply chain attacks). However, we believe that
the set of crimes and malicious activities presented is
comprehensive enough to draw a representative picture of the
adversarial behaviours that are occurring in the wild at the time
of wriling. We begin by defining two types of cyber offences as
they have been defined in the literature, cyber-enabled and
cyber-dependent crimes, and we continue by presenting different
types of malicious activities that have been covered by
researchers.
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According to Clough [14], criminals have five main incentives to move their operations online:

1. Using the Internet, itis easier to find and contact victims. Email listg are sold on under-
ground markets [15], while online social networks have search E :I h" ities embedded

in them, allowing criminals to easily identify potential victiriis

2. By using the Internet, criminal operations can be run more
free, while scammers previously had to pay postage to reach their victims. This also
allows criminals to increase the scale of their operations to sizes that were previously
unthinkable.

Compared to their physical counterparts, the Internet allows crimes to be performed
faster. For example, emails can reach victims in a matter of seconds, without having to
wait for physical letters to be delivered.

L

q

Using the Internet, it is easier to operate across international b ies, r g
victims located in other countries, In this setting, often the only limitation is language,
with criminals only targeting victims who speak a language that they are familiar with
(e.g., people in English-speaking countries) [18].

i

>

o

By operating over the Intemnet, it is more difficult for criminals to get caught. This is
mainly due to the transnational nature of cybercrime, and the fact that the problem of
harmonising the appropriate laws of different countries is far from being solved [19]. In
addition, research shows that online crime is often under reported, both because victims
do not know whom to report it to (given that the offender might be located in another
country), as well as the fact that they believe that they are unlikely to get their money
back [20].

Cyber-dependent crimes, on the other hand, are crimes that can only be committed with the
or technology devices [1]. Although the final goal of this type of crime often

has parallels in the physical world (e.g., extortion, identity theft, financial fraud), the Internet

and technology generally enable criminals to give a new shape to these crimes, making them

large-scale organised endeavours able to reach hundreds of thousands, if not millions, of

victims.

In the rest of this section we analyse a number of cyber-enabled and cyber-dependent criminal
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lmereetsonal offenders

The first category that we are going to analyse is that of interp I crimes. These crimes
include targeted viol and h directed at either close connections (e.g., family
members) or strangers. While these crimes have always existed, the Internet has made the
reach of harassers and criminals much longer, effectively removing the need for physical
contact for the offence to be committed. As such, these crimes fall into the cyber-enabled
category. In the rest of this section, we provide an overview of these adversarial behaviours.

L_:ﬁerhlllying. Willard [2] defines cyberbullying as ‘sending or posting harmful material or
aging in other forms of social ession using the Internet or other digital technologies”.

Basic formatting,
citations

According to Clough[14], criminals have five main incentives to move their operations online:

1

. By using the Internet, criminal operations can be run more cheaply. Sending emails is free,

Using the Internet, it is easier to find and contact victims. Email lists are sold on undergrou,
search functionalities embedded in them, allowing criminals to easily identify potential vict

MI |||| &>, while online social networks have

ers previously had to pay postage to
reach their victims. This also allows criminals to increase the scale of their operations to sizes that were previously unthinkable.

. Compared to their physical counterparts, the Internet allows crimes to be performed faster. For example, emails can reach victims in a matter of

seconds, without having to wait for physical letters to be delivered.

. Using the Internet, it is easier to operate across international boundaries, reaching victims located in other countries. In this setting, often the only

limitation is language, with criminals only targeting victims who speak a language that they are familiar with (e.g., people in English-speaking
countries)[18].

By operating over the Internet, it is more difficult for criminals to get caught. This is mainly due to the transnational nature of cybercrime, and the
fact that the problem of harmonising the appropriate laws of different countries is far from being solved[19]. In addition, research shows that
online crime is often under reported, both because victims do not know whom to report it to (given that the offender might be located in another

country), as well as the fact that they believe that they arcr:likB:Q Kr Wﬂém],
Cyber-dependent crimes, on the other hand, are crimes that ca y withPt Icomputers or technology devices[1]. Although the
final goal of this type of crime often has parallels in the physical world (e.g., extortion, identity theft, financial fraud), the Internet and technology generally

enable criminals to give a new shape to these crimes, making them large-scale organised endeavours able to reach hundreds of thousands, if not
millions, of victims.

In the rest of this section we analyse a number of cyber-enabled and cyber-dependent criminal schemes in detail.

Interpersonal offenders (s

The first category that we are going to analyse is that of interpersonal crimes. These crimes include targeted violence and harassment, directed at either
close connections (e.g., family members) or strangers. While these crimes have always existed, the Internet has made the reach of harassers and
criminals much longer, effectively removing the need for physical contact for the offence to be committed. As such, these crimes fall into the cyber-
enabled category. In the rest of this section, we provide an overview of these adversarial behaviours

Cyberbullying. Willard[2] defines cyberbullying as ‘sending or posting harmful material or engaging in other forms of social aggression using the
Internet or other digital technologies’. While not always illegall "), cyberbullying often occupies a grey area between what is considered a harmful act and
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[962, c8-c9,App B][963, c1-c5]

Cryptography is inherently mathematical in nature, the reader is therefore going to be assumed
to be familiar with a number of concepts. A good textbook to cover the basics needed, and
more, is that of Galbraith [964].

Before proceeding we will set up some notation: The ring of integers is denoted by Z, whilst the
fields of rational, real and complex numbers are denoted by @, R and C. The ring of integers
modulo N will be denoted by Z/NZ, when N is a prime p this is a finite field often denoted
by F,. The set of invertible elements will be written (Z/NZ)* or F;. An RSA modulus N will
denote an integer N, which is the product of two (Iarg_emors N=p-q.

Finite abelian groups of prime order ¢ are also a basic construct. These are either written
multiplicatively, in which case an element is written as ¢~ for some = € Z/¢Z; when written
additively an element can be written as [z] - P. The element g (in the multiplicative case) and
P (in the additive case) is called the generator.

The standard example of finite abelian groups of prime order used in cryptography are elliptic
curves. An elliptic curve over a finite field F,, is the set of solutions (X, Y) to an equation of
the form

E:Y’=X*+A-X+B

where A and B are fixed constants. Such a set of solutions, plus a special point at infinity
denoted by O, form a finite abelian group denoted by E(F,). The group law is a classic law
dating back to Newton and Fermat called the chord-tangent process. When A and B are
selected carefully one can ensure that the size of E(F,) is a prime q. This will be important
later in Section 10.2.3 to ensure the discrete logarithm problem in the elliptic curve is hard.
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[112] Cryptography is inherently mathematical in nature, the reader is therefore going to be assumed to be familiar with a number of concepts.
A good textbook to cover the basics needed, and more, is that of Galbraith %],

Before proceeding we will set up some notation: The ring of integers is denoted by Z, whilst the fields of rational, real and complex numbers
are denoted by @, R and C. The ring of integers modulo N will be denoted by Z/N Z, when N is a prime p this is a finite field often denoted by

F,,. The set of invertible elements will be written (Z/NZ)” or E,. An RSA modulusN will denote an integer N, which is the product of two
(large) prime factors N = p - q. —

Finite abelian groups of prime order g are also a basic construct. These are either written multiplicatively, in which case an element is written
as g* for some x € Z/q Z; when written additively an element can be written as [x] - P. The element g(in the multiplicative case) and P(in the
additive case) is called the generator.

The standard example of finite abelian groups of prime order used in cryptography are elliptic curves. An elliptic curve over a finite fieldF,, is
the set of solutions (X,Y) to an equation of the form

E:Y2=X3+4-X+B
where A and B are fixed constants. Such a set of solutions, plus a special point at infinity denoted by 0, form a finite abelian group denoted by
E(F,). The group law is a classic law dating back to Newton and Fermat called the chord-tangent process. When A and B are selected
carefully one can ensure that the size of E(F,) is a prime q. This will be important later in Section [crypto:sec:hardproblems] to ensure the
discrete logarithm problem in the elliptic curve is hard.
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5 SYMMETRIC ENCRYPTION AND AUTHENTICATION

[3, c3~c4][4, c13-c14]

A block cipher, such as AES or DES, does not provide an effective form of data encryption or
data/entity authentication on its own. To provide such symmetric cryptographic constructions,
one needs a scheme, which takes the primitive and then utilizes this in a more complex
construction to provide the required cryptographic service. In the context of symmetric
encryption, these are provided by modes of operation. In the case of authentication, it is
provided by a MAC construction. Additionally, block ciphers are often used to take some
entropy and then expand, or collapse, this into a pseudo-random stream or key; a so-called XOF
(or Extendable Output Function) or KDF (or Key Derivation Function). Further details on block
cipher based constructions can be found at [16], whereas further details on Sponger/Keccak
based constructions can be found at [15].
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§ “authentication, authorisation & accountability”, 2 "11.6 Operating Systems, Hypervisors\u2@ldwhat about related areas?",
7 risk management and governance”, i "12.1.2 Classes of Vulnerabilities & Threats",
) "web & mobile security”, ) Sais
g "introduction”, o ]
by S G COREES c s e SR peFs [
a "security economics"”, 8 = — = )
= "security and privacy of ai" - " . . . . .
S ¥ 5 11 Operating Systems & Virtualisation Security"”,
9 "authentication": [ £ "11.6 Operating Systems, Hypervisors---what about related areas?",
o "authentication, authorisation & accountability”, 3 "12.1.2 Classes of Vulnerabilities \\& Threats",
'T_J. "web & mobile security” ) ST
> ]:l "_"_ ]
(@] : = }
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Further learnings

Technical considerations for beyond proof-of-concept
» Tackling LaTeX expressions not converted correctly by Pandoc

» Manual tasks in the automated conversion pipeline

» KA-specific functionality

* Math

* lllustrations

 Misc. Todos

Open questions
» How to display section titles?
» LaTeX metadata to MediaWiki

CyBCK



Next steps

* Service design:
« Wiki is not just a clone of PDF:
« anew service with new functions, use cases, risks, and limitations.
« a chance to rethink what CyBOK is, and what it may become.

* Implementation
» Systemic review of the whole codebase
* Iterative feedback loop with stakeholders

CyBCK



Thank you!

Lorinc Thurn ady (Lawrence) University for

research associate Syt
_ : Education Krems
Department for E-Governance and Administration

thurnay@protonmail.com

CyBOK Wiki:
feasibility study
Documentation

Lérinc Thurnay ‘ niversity for Continuing
Educa

To be updated:
Py ST o e~ ™

when new report

https://www.cybok.org/media/d iS rE|eased Niki feasibility study finalreport.pdf
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Opportunities and questions

CyBOK is linked with indices, acronyms, glossary

e« 2757 \index{} elements in one KA

» Opportunities?

Dedicated pages, with backlinks

recommendations,
smart search,
topic browser

CyBOK is linked data.

Index

1995 Directive, 80

2-safety hyperproperty, 431, 432

2D stepper, 698

26 network, 763, 764

3-D Secure, 678

32-bit, 366, 376,377

3G network, /63, /64

4-layer Internet protocol suite, 651

419 scam, 228

4G network, 763, 764

4chan, 226, 248

Achan’s Politically Incorrect board, 226, 248
56 network, 442, 638, 678, 764

64-bit, 377, 378, 455

6LOWPAN, 711

802.1X, 665—667, 669, 711, 748, 751, 756

A5/1 stream cipher, 600

A5/2 stream cipher, 600

AAMPTG, 440

abelian group, 323, 327, 340

absolute positioning, 544

absolute URL, 528

abstract interpretation, 514

abstract syntax tree, 221

abstraction, 5, 7, 11, 295, 299, 301-305, 310,

abuse, 226, 561, 567, 568, 582, 711,733

abusive language, 226

accelerometer, 720, 731, 759, 760

accept header, 528

acceptability, 21-24, 36, 40, 146, 148

acceptable security, 11, 12

acceptable use policy, 82, 101

access control, 8, 14, 172, 174, 188, 190, 272,
279, 368-374, 389, 394, 397, 308, 411,
414, 416418, 426, 428, 4517, 452, 461,
462, 466-478, 480, 484, 489, 490, 493,
494, 504, 518, 524, 525, 533-535, 538,
946, 548, 552, 569, 629, 650, 665, 669,
671, 674-677, 694, 703, 704, 718, 721,
725,738,739, 742,743,745, 759, 761

access control capabilities, 372—-374, 380,
390, 469

access control list, 371-373, 469, 475

access control logic, 475, 504

access control matrix, 461, 469

access control policy, 371, 461, 462, 518, 534,
548, 689

access decision, 563

access management, 9

access matrix, 372

access operations, 468, 474

314, 316, 426, 427,429, 430, 436-438, 5. 0cc pattern, 216, 348, 454, 505

440, 444, 445, 448, 457450,
504-506, 512-514

access permissions, 302, 524, 530, 533-535,
545, 551, 553, 555

963
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How to display CyBOK's structure in MediaWiki
and improve navigation?

NOTes Nave been USEd 10 SUGQest potential TUTUTE legal Gevelopments, SUDJECTs worthy of
further study, or to provide other comments.®

« Breadcrumb

reaacru S

I KA Law and Regulation Page 4 S'd b Q f b

e oldepar, INToOPDOoX
I The Cyber Security Body Of Knowledge CvBGK . . . .

« Parent, children, sibling links

CONTENT . 2

- How closely d plicat

1 INTRODUCTORY PRINCIPLES OF LAW AND LEGAL OW C Ose 0 We re ICa e °
RESEARCH
Cyber security practitioners and researchers come from an incredibly wide array of educa-
tional backgrounds. Experience teaching legal and regulatory subjects to cyber security
post-graduate students, and providing legal advice to cyber security practitioners, suggests 1 1
that much of this knowledge area's content will be novel to those whose education is based in IntrOduCtory prln(:lples Of laW and legal researCh
science, lechnolugy, engineering, h ics, many sacialr ! and many of the human- Page Discussion Read Edit V fools v
ities. These introductory observations are offered as an aid for those who are approaching
the subject without significant experience.

Parent section: [L and Regulation]

1.1 The nature of law and legal analysis Cyber security practitioners and researchers come from an incredibly wide array of educational backgrounds. Experience teaching legal and regulatory
Although the reader is assumed to have some degree of familiarity with the process of law subjects to cyber security post-graduate students, and providing legal advice to cyber security practitioners, suggests that much of this knowledge
making and law enforcement, a review of some of the most common sources of law should area's content will be novel to those whose education is based in science, technology, engineering, mathematics, many social sciences, and many of the
et = - - - — —— humanities. These introductory observations are offered as an aid for those who are approaching the subject without significant experience

3 Law & Regulation 49
Introduction v som s B P . 50 b :
3.1 Introductory principles of law and legal research . . . . . . a3 .. 52 Subsections (=
3.1.1  The nature of law and legal analysis 52
3.1.2 Applying law to cyberspace and information technologies . . .. ... 54
3.1.3 Distinguishing criminal and civil law . 55 sl
3131 Crminallaw . . . . .. ... ..o o0L L. i s g DO
3.1.3.2 Civil(non-criminal)law . . . .. .. ...... ......... 55
3.1.33 One act: two types of liability & two courts . . 56
3.1.4 The nature of evidenceandproof . ... ................. 56
3.1.5 A more holistic approach to legal risk analysis 57
32 Jurisdiction . . . ... . e e e D .. 59
3.21 Temitorial jurisdiction . . . . .. .. ... .. i e 59
209 n, intiun irindinti n
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explained in Section 7.2). Ir]

tn mmalin rmanass Aand sieial

Opportunities and questions

How to display section titles?

* In text references

» Asttitles

Numbering?

Context? (e.g.: "Section 20.8.5 Time” (KA Network Security))

TIVETSITITET ETTOUYTIT (U CUV
PDF original explained in Section 7.2). Ir

4 rnalen reanose and ssessnl
like PDF original ...explained in Section 7.2...

...explained in Section 7.2 "A Characterisation
of Adversaries"...

...explained in Section "A Characterisation of
Adversaries"...

...explained in "A Characterisation of
Adversaries"...

with number and title

only title

removing Section prefix
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